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ABSTRACT

Users generally choose weak passwords which can be easily
guessed. On the other hand, adoption of alternatives to text
passwords has been slow due to cost and usability factors.
We acknowledge that incumbent passwords remain difficult
to beat and introduce in this study Type&Click (T&C), a
hybrid scheme supporting text passwords with the graphical
passwords. In T&C, users first type a text as usual and then
make a single click on an image to complete the password
entry. While largely preserving the login experience with
the text passwords, the new scheme utilizes accumulated
scientific knowledge in graphical password research (implicit
feedback, persuasion during password creation, leveraging
cued recall memory). The results of our user study suggest
that T&C is promising for augmenting text passwords for
improved security without degrading usability.

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information
Systems]: Security and Protection—Authentication; H.5.2
[Information Interfaces and Presentation]: User Inter-
faces—Graphical user interfaces (GUI)

General Terms

Design, Experimentation, Security, Human Factors.

Keywords

Usable Security, Graphical Passwords, Passwords, Authen-
tication.

1. INTRODUCTION
Coming in different flavors [5], graphical passwords are

one among many proposed as alternative to traditional text
passwords (see [8] for a large but still partial list of other
proposals for replacement of passwords). Passwords prove
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themselves as a worthy opponent though [15] and the initial
hype for replacing them seems to be dying down.
In this paper, we revisit graphical passwords with a mo-

tivation different than earlier work. Instead of aiming at
replacing passwords, we explore whether we can improve
security of text passwords without degrading their usabil-
ity advantages and with a minimal change in users’ habit
of typing text as passwords. For this purpose, we augment
text passwords with graphical passwords and introduce a
hybrid scheme named as Type&Click (T&C in short) which
incorporates both text and graphical elements.
In T&C, passwords consist of two parts; a text and a click

on an image. Users first type the text part of their pass-
words as usual. As a second step, they make a single click
on a given image. We note that these two steps are not inde-
pendent. Adapting the idea from PCCP [12], the image dis-
played is a function of text input and changes while the user
enters the text. A different text results in a different image,
serving as an “implicit feedback” during login that the text
part of the password is correct, which is useful information
only for the legitimate user. T&C also utilizes other accu-
mulated scientific knowledge in graphical password research
including persuasion during password creation for stronger
passwords and leveraging cued recall memory instead of pure
recall for the second and graphical part of the password. The
image serves as a cue to recall the location of the click point.
T&C is best suited for applications (e.g., access to an

email account) where more secure alternatives such as OTP
over SMS is not preferred due to usability or economic fac-
tors but which require more than the security achievable
by today’s common password practices (i.e., 6-8 characters
user-chosen passwords [9]). T&C provides enhanced secu-
rity against guessing attacks because the attacker needs to
guess both text and graphical part of the password correctly
for successful impersonation.
User study we conducted shows that compared to text

passwords and PCCP [12], T&C performs better in terms
of both password memorability and user satisfaction. The
advantage over PCCP could be attributed to the fact that
T&C asks for smaller change in users’ experience with the
text passwords. Our user studies also include the first -
though not comprehensive - exploration of T&C regarding
the important issue of recalling multiple passwords. We
observed that users coped significantly better in recalling
two different T&C passwords as compared to recalling two
PCCP passwords.
The rest of the paper is organized as follows. We describe

our hybrid scheme T&C in more detail in Section 2. We
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Figure 1: Password creation using T&C.

introduce the methodology and report the results of our us-
ability evaluation work in Section 3. We discuss validation
of hypothesis in Section 4. We present additional analysis
and discussion in Section 5. Related work is presented in
Section 6. We conclude in Section 7.

2. THE PROPOSED SYSTEM
In T&C, users first register as usual by choosing a user-

name and entering other personal information. Then, they
are directed to a second page as shown in Figure 1. On
this page, initially, both password text field and the image
panel underneath is empty. An image is displayed when the
user starts entering the text part of the password. The dis-
played image is taken from an image pool (consists of 330
images in total) and is chosen by a deterministic function
which takes the text password as input1. Hence, the image
is dynamically changing as users type (and possibly erase)
the text.
After user finishes typing the text part, he needs to make a

click on the displayed image to finish creating the password.
One of the findings in recent graphical password research [3]
is that similar to the predictability problem seen in text
passwords, there are popular regions called hotspots on im-
ages which users are more likely to make a click on. Hence
to mitigate the problem of hotspots, PCCP [12] proposes
the use of “viewport”. Only the randomly located viewport
(75×75 pixels) is not shaded in Figure 1 and the user could
make a click only inside this viewport. In case the user does
not want to make the click on the current viewport, he can
change its location by clicking on the SHUFFLE button.
The new location of the viewport is again determined ran-
domly. The user is free to shuffle as much as he wants but
the idea is that since shuffling requires effort, making a click
on a location which is not hotspot becomes the“path of least
resistance” [12]. In a sense, by use of a viewport, users are
persuaded for avoiding hotspots and thus choosing a more
secure password.

1The mapping is not one-to-one but many-to-one due to
finite number of images available in our database. Never-
theless, the probability of an input different than the text
part of the password leading to the same image is considered
to be negligible (i.e., 1/330).

After making a click on the image, users could save their
passwords. Then, they are directed to a password confir-
mation page. Before saving passwords, users can choose to
start over at any time using the RESET button. Both pass-
word confirmation and login screens are similar to the screen
given in Figure 1 except there is no viewport and SHUFFLE
button. On the login page, above the password field there
is a username field and user completes the login task on a
single screen. During both for confirmation and login, users
are not required to click on exactly the same location cho-
sen during password creation. There is a tolerance region
(19× 19 pixels in size) centered on the click location.
In the design of T&C, other than making the password

more secure against a guessing attack by contributing addi-
tional entropy into the users’ passwords, there are three pur-
poses of the graphical element. First, it provides an implicit
feedback for the correctness of the text part of the pass-
word2. Second, the image triggers the memory and serves
as a cue to recall the click point. Third, users which fall vic-
tims of a phishing attacks, could not reveal graphical part
of their passwords due to not seeing the cueing image [14,
20].
Our current work is motivated by recent research work on

graphical passwords together with the reluctance in practice
on adopting new graphical password proposals. Passwords
have this dilemma. On one hand, it has serious security
problems. On the other, there is no solution on the horizon
which improves their security while preserving benefits of
passwords such as “Nothing-to-Carry” and “Easy-to-Learn”
as described in [8]. We believe that T&C would be a viable
solution to solve this dilemma since it requires a minimal
change in users’ password behaviors and it renders signifi-
cantly more difficult guessing the password.
Having said that, we do not advocate that T&C is a better

choice in all password use cases. For instance, it makes no
sense for a site which asks passwords from its users before
they download a white page to replace their long-standing
login procedure because of their minimal (if any) security
requirements. As mention previously, we introduce T&C
for applications which require more security than the cur-
rent password practices could provide but where more secure
alternatives such as two factor authentication is costly, or
otherwise not available. We also note that although not in-
vestigated in our user studies it seems reasonable to assume
that on the down side T&C inherits the drawback of graph-
ical passwords of being more vulnerable to shoulder-surfing
attacks3. Other forms of password capture attacks [5] (mal-
ware, social engineering, etc.) are out of scope in our work.

3. USER STUDIES

3.1 Hypothesis
Our specific hypothesis with respect to usability of T&C

were:

1. Participants will have higher recall success rates with
T&C than with text passwords and with PCCP.

2In user studies, we observed that some users get benefit
from not only the last image shown but even the interme-
diate images in the sequence as a feedback that they are in
the correct path while typing their text passwords.
3In T&C, images corresponding to the prefixes of the pass-
word are also revealed to anyone who might be watching.
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2. Participants will find T&C more secure and more us-
able than text passwords and PCCP.

3. Participants will have higher success rates with two
T&C passwords than two text passwords and than two
PCCP passwords.

To test these hypothesis, we first implement text pass-
words and PCCP together with T&C. The implementation
of T&C was described in Section 2. Before going into other
details, we summarize how PCCP [12] works, below:
PCCP is a successor of CCP and adds persuasion to it by

the use of viewport which is explained in the description of
T&C. In CCP, the passwords consists of one click point per
each image (in the original implementation there are five im-
ages in total hence five click points form the password [12]).
The image displayed is based on the click location on the
previous image. A different click point results in a differ-
ent image hence for the legitimate user the image sequence
serves as an implicit feedback for the correctness of the pass-
word.
In our implementation, we choose the parameters same as

in original implementation [12]. The only difference is the
number of images and thus the number of clicks forming the
password. We use 3 instead of 5 images for reasons described
shortly. For the sake of consistency, other parameters are
chosen as same in PCCP and T&C (image size: 451 × 331
pixels, tolerance region: 19 × 19 pixels, viewport: 75 × 75
pixels).

3.2 Equalizing Security of Passwords
In the design of user studies on new password propos-

als with the goal of comparing to text passwords, there
is one important issue that should not be overlooked. As
the trade-off between security and usability of passwords
is well-known, a fair usability comparison of different pass-
word schemes requires that the passwords created and used
in these schemes provide approximately the same level of
security. For instance it is not fair to compare a text pass-
word consists of six-eight characters with a PCCP password
which uses five images. The later provides a password en-
tropy of around 43 bits whereas the former achieves much
less [11]. This is because users tend to choose predictable
passwords and the password space in practice falls short of
what is achievable in theory.
On the other hand, it is not easy to establish straight rules

to make equal the security of passwords chosen under differ-
ent policies or created in different schemes. Unfortunately,
researchers are still discussing the proper metric to evalu-
ate the security of passwords. While the recent edition of
NIST guideline builds its entire recommendation on the use
of Shannon entropy as the security metric, researchers are
questioning the suitability of this choice [6]. Bonneau has
written that “Shannon entropy has no direct correlation to
guessing difficulty” [6].
Although we acknowledge that Shannon entropy is not the

most appropriate metric to evaluate the security of pass-
words, we opt to use NIST guideline4 due to lack of any
alternative for our purposes. We are unaware of any other
guideline that sets a convenient framework to measure se-
curity of passwords created under different security policies.

4According to a recent study [17], NIST guideline succeeds
at its stated purpose of providing a “rough rule of thumb”.

For instance, statistical metrics put forth by Bonneau re-
quire measuring the probability of individual passwords us-
ing a large password data set which cannot be obtained in
any reasonable size user study [7].
To better grasp the basic idea underlying the design ra-

tionale of our user study, consider the following scenario.
Suppose you are a system administrator of a web site

where you recently get a lot of complaints about identity
thefts where you identify them to occur due to online guess-
ing attacks 5. Actually, you have already set seemingly a de-
cent password policy. All passwords should have a minimum
length of 8 characters. Based on the NIST guideline [11],
however this provides roughly an effective password space
of only 18 bits. To have stronger passwords, there are many
alternatives including:

1. Set a higher minimum length restriction. According
to NIST guideline, each additional character after the
eighth character adds 1.5 bits of entropy to the pass-
word. So a password of length 14 has an estimated
entropy of 27 bits 6.

2. Keep the minimum eight character requirement and
ask users to click on an image in addition as part of
his password. More precisely stated, use our new pro-
posal, T&C. Here, if we assume that the clicks are
uniformly distributed due to use viewport7, then the
math is simple for the calculation of additional pass-
word entropy. The click point adds approximately 9
bits of entropy as eq.(1) shows. So the password would
have again an entropy of 27 bits in total.

�451× 331
19× 19 � ≈ 29 (1)

3. Finally, we could give a try for a more radical change
and use PCCP instead of text passwords. With the
same assumption that hotspots are not exploitable,
PCCP with 3 images would give us an entropy of ap-
proximately 27 bits.

On the bottom-line, the explanation above serves as the
preliminary security analysis required for a fair usability
comparison. Other than the three alternatives given above,
there are many other ways to establish more password en-
tropy e.g., requirement of having special characters in the
password, a dictionary check to ensure that password is not
predictable with a dictionary attack, etc. For practical rea-
sons, in our usability study we choose to content ourselves
with the above three. The reason of choosing the last two
alternatives is obvious. We decide to include the first alter-
native given above since minimum password length restric-
tion is widely used and a well-known type of password policy
among Internet users.

5There are many other ways to attack password-protected
accounts (phishing, malware, etc.) but password guessing
attacks are still prevalent and news still abounds for such
attacks [2].
6Forcing users to remember passwords complying even
stricter requirements can accommodate even weaker pass-
words. But on the overall, we assume NIST guideline is
correct.
7Previous user studies on PCCP [12] shows that PCCP click-
points have a flatter distribution than the other schemes.
We initially assume T&C inherits the same property due to
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Figure 2: Chronology of Lab Sessions.

3.3 Methodology
Our study included three lab sessions scheduled as pre-

sented in Figure 2. First session was completed by 76 par-
ticipants. All participants (29 female, 47 male) were the
students of Kelkit Aydın Doğan Vocational School, Depart-
ment of Computer Technologies. At the time of the user
study, one of the authors (first author) has been teaching
courses registered by the participants. Participants were
comfortable in using web sites requiring passwords. None of
them had previously taken a security course or used graph-
ical passwords. Our experimental work was performed with
the approval of Kelkit Aydın Doğan Vocational School, Hu-
man Subjects Ethics Committee.
In the first session, participants were invited to the com-

puter laboratory in groups of 6-7 students. The computer
lab has desktop machines all having standard keyboard and
mouse. For around 5 minutes, they were informed about the
following issues:

1. The purpose of the user study (we did not mention
T&C was our own design so as to not bias partici-
pants).

2. The importance of creating and using passwords not
previously used in order to obtain ecologically valid
results.

3. The request for pretending that the passwords they
create and use would be the passwords of an email or
an e-banking account.

4. The request for not writing down their passwords.

5. The demand that the text part of the T&C password
should not be same or similar to the text password.

Then, for around 10 minutes, participants were free to try
and get familiar with the three schemes.
We used a within-subjects design so that participants were

asked to create three accounts, one per each scheme. Hence,
all participants created and confirmed three passwords and
login with them; one text password, one T&C password and
one PCCP password in a counter-balanced fashion. Between

use of viewport (this assumption is validated after the user
study, see Security Analysis in Section 5.).

Table 1: Success rates in the first experiment.
Success Rate Success Rate
First Login Second Login

PCCP
48/76 23/76
63.16% 30.17%

T&C
62/76 49/76
81.58% 64.47%

Text 58/76 33/76
Password 76.32% 46.05%

password confirmation and login, participants answered part
of the questionnaire. During login, they were free to try any
number of passwords they want but we consider a login as
successful if the user is able to login in first trial.
The first session was completed by telling participants

that they would be re-invited 45 days later to login to each
system again. The reason for such a long break between
sessions was as follows. Users have many accounts for dif-
ferent purposes and they often do not access some of these
for a long period of time. In fact, these infrequently visited
accounts have the most serious password-related usability
problem. Remembering a password is hardly an issue for a
user who logins with it regularly. As a result, we consider
this generous longitudinal factor quite reasonable.
In the second session which was conducted 45 days af-

ter the first one, participants were asked to login to three
systems, again. With all three schemes, they completed suc-
cessfully the login task (in first trial), had eventual success
or decided to give up. Our first experiment was completed
by a post-task questionnaire applied to all participants.
Participants were asked whether they want to create a

second account for each system voluntarily. 39 of them re-
sponded positively. These participants were instructed not
to use the passwords they have for the first accounts.
These 39 participants created and confirmed three new

passwords and login with them. As a result, 39 users had two
passwords per each of three schemes. Participants having
two accounts per each scheme were re-invited 45 days later
(90 days after the first session) to login to each system again.
In the third and last session which completes our second

experiment, 39 participants attempted to login with their
all six passwords (they login for the third time with three
of these passwords and for the second time with the other
three). Again, they were free to stop trying to login at any
time they want.

3.4 Experimental Results
Here, we report the results of the experiments. We defer

analysis and discussion of these results to the next section.
For each of three schemes, the following data were col-

lected as performance measures for memorability and usabil-
ity: login success rates, times for password creation, times
for password confirmation, times for logins, number of shuf-
fles.
Table 1 presents the results for first and second login suc-

cess rates of the first experiment for three schemes. An
attempt is considered as unsuccessful if one of the following
conditions hold: (i) RESET button is used; (ii) part of the
text password (or text part of T&C password) is erased; (iii)
the password is incorrect when LOGIN button is pressed.
Table 2 presents timing information for the first exper-
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Table 2: Timing information for the first experiment (in seconds).
Password Password First Second Login
Creation Confirmation Login ( 45 days later )

PCCP
Average 43.4/43.8 13.5/17.5 17.5/20.7 32.3/43.9
Median 45.5/35.5 12.0/16.0 16.5/17.0 28.0/33.0

T&C
Average 33.7/35.0 10.8/12.9 18.8/19.6 31.5/46.0
Median 25.5/26.5 10.0/11.0 18.0/18.5 25.5/30.0

Text Average 12.9/16.0 9.7/9.9 16.3/17.0 21.6/26.1
Password Median 9.0/9.5 9.0/9.0 14.0/15.0 18.0/18.0

iment. Average and median of the timing information of
users who were successful is provided first. Second value in
each cell of the table is for all users except those who unable
to login and give up. The reported values are the times taken
between the first typing (or first click) of the password and
the click on the LOGIN button (or hitting the Enter key).

Table 3: Success rates in the second experiment.
Success Rate Success Rate
Third Login Second Login
First Passwords Second Passwords

PCCP
18/39 7/39
46.15% 17.95%

T&C
25/39 28/39
64.10% 71.79%

Text 22/39 24/39
Password 56.41% 61.53%

Table 3 presents the results for third login success rates
with the first passwords and second login success rates with
the second passwords. Success rates for first login with sec-
ond passwords are not reported due to the similarity of the
results for first login with first passwords.

Table 4: Timing information for the login tasks in
the second experiment (in seconds).

First Password Second Password

PCCP
Average 24.0 29.4
Median 24.0 26.0

T&C
Average 25.4 22.8
Median 19.0 19.5

Text Average 16.3 17.6
Password Median 14.5 16.0

Table 4 presents timing information in the second experi-
ment for the login tasks with the first and second passwords
for users who were successful (in their first attempts).
Table 5 presents how many times the SHUFFLE button

is clicked during password creation in the first and second
experiment. Note that there are three pictures and a single
picture in PCCP and T&C, respectively.

3.5 Questionnaire Responses
Table 6 and Table 7 summarizes the responses we collected

via post-task questionnaire. Table 6 presents number of user
preferences per each scheme (only one scheme is chosen in
each question). Table 7 reports the results of Yes/No type
questions.

Table 5: Number of shuffles in the first and second
experiments.

PCCP
T&C

Picture 1 Picture 2 Picture 3
Average 13.7/17.0 9.1/18.3 7.6/9.4 15.3/33.0
Median 5/13 5/8 4/5 9/12

Table 6: Questionnaire Responses
Question T&C PCCP Text
1. Which method do you prefer

51 15 10
for creating and using passwords?
2. In which method do you create

37 13 26
your password the easiest?
3. In which method do you create

23 15 38
your password the fastest?
4. Which method do you find the

41 25 10
most secure?
5. Passwords in which method do

43 11 22you think are the easiest to
remember?
6. For creating a password for

39 25 12a bank account which method
would you use?

4. VALIDATION OF HYPOTHESIS
Below, we discuss the validation of hypothesis based on

the results of the user study.

1. Participants will have higher recall success rates
with T&C than with text passwords and with
PCCP. Hypothesis supported. In the first experiment,
as compared to text passwords and PCCP, there were
less number of users who could not successfully login
with their T&C password when they attempted to lo-
gin 45 days after they create their passwords. To in-
vestigate whether there were any significant differences
between schemes we have conducted the Friedman test
which is the non-parametric alternative to the one-way
ANOVA with repeated measure. The dependent and
independent variables were login success rate and type
of authentication schemes, respectively. 64.47% re-
call success rate of T&C was significantly higher than
the 46.05% recall success rate of text passwords and
30.17% recall success rate of PCCP (χ2(2) = 24.571,
p = .000005). Post-hoc analysis with Wilcoxon signed-
rank tests was conducted with a Bonferroni correction
applied, resulting in a significant level set at p=.025.
There were statistically significant differences between
T&C and PCCP (Z=-4.914, p=.000001) as well as be-
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Table 7: Questionnaire Responses (Yes/No type
questions)
Question Yes No
1. Is the text part of your T&C password

58 18
different than your text password?
2. Are the passwords created in the user study

74 2
different than your earlier passwords?
3. In T&C method, does the picture make it

60 16
easier for you to remember the text part?

tween T&C and text passwords (Z=-2.921, p=.003).

Table 8: Test Statistics for Hypothesis 2
Question Chi-Square df Asymp. Sig.

1 39.500 2 0.000
2 11.395 2 0.003
3 10.763 2 0.005
4 18.974 2 0.000
5 20.868 2 0.000
6 14.395 2 0.001

2. Participants will find T&C more secure and
more usable than text passwords and PCCP.
Hypothesis supported. Table 6 shows that users’ per-
ception regarding the usability and security of T&C is
better than those of text passwords and PCCP8. We
confirm these results are statistically significant using
non-parametric chi square test. See Table 8.

3. Participants will have higher success rates with
two T&C passwords than two text passwords
and two PCCP passwords. Hypothesis partially
supported. We perform the statistical experiments in
two ways.

First, in aggregate, 68% of T&C passwords were re-
called successfully when each participant had two T&C
passwords (together with two text passwords and two
PCCP passwords). This success rate was higher than
the 59% aggregate success rate of text passwords and
32% aggregate success rate of PCCP. The difference is
statistically significant (χ2(2) = 45.500, p < .05).

Second, if we compare third logins with first passwords
and second logins with second passwords individually,
then we see that there is a significant difference for the
third logins (χ2(2) = 10.571, p = .005). After Bon-
ferroni correction applied (p was set to .025), there
is a significant difference between T&C and PCCP
(Z = −2.646, p = .008) but not between T&C and
text passwords (Z = −1.732, p = .083). For second lo-
gin with second passwords, T&C vs. PCCP has a sta-
tistically significant difference (Z = −4.583, p < .025)
but there is no significant difference between T&C and
text passwords (Z = −2.000, p = .046).

8There is one exception though. Text passwords achieve
a score higher than T&C in question-3 of Table 6 which
is about user perception of password creation time. The
timing information confirms that participants created text
passwords the fastest.

5. ANALYSIS AND DISCUSSION
In the previous section, we present the results with respect

to validation of our hypothesis. In this section we interpret
and discuss the results of user study, itemized as follows:

1. Habituation of users to standard text based passwords
leads to usability challenges for alternatives. Higher
scores of text passwords over PCCP in our question-
naire (Questions-2,3,5 in Table 6) support this obser-
vation. On the other hand, as mentioned earlier, T&C
performs better than text passwords with respect to
perceived security and user satisfaction.

2. Users achieve higher recall success rates with T&C
than with text passwords. We think that one major
factor for this difference is the implicit feedback prop-
erty of T&C. During the experiments, we observed
that a significant portion of users verify the correct-
ness of text part of their T&C passwords by checking
whether the image displayed is the one they have seen.

3. We also attribute (at least partially) higher recall suc-
cess rates of T&C over PCCP to the habituation ef-
fects. T&C asks less change in user habits as com-
pared to PCCP. The results of our initial exploration
of multiple password interference effects also support
this argument.

4. Times for password creation, confirmation and login
are comparable in T&C and PCCP. However, text
passwords perform significantly better than both of
these schemes. This is expected since typing through
standard keyboard is faster than pointing and clicking
with mouse9. In the experiments, we observed that
users spend some time for verifying the text part of
the password before clicking on the image, which also
contributes to the relatively longer timings with T&C.

5. Previous work on PCCP applies a viewport size of 75×
75 pixels. In our experiments, we adopt this size both
for PCCP and T&C. We observed that some of the
users assume that tolerance region and viewport sizes
are equal and hence make mistakes during password
confirmation and login.

6. Users make a single click hence issues such as geometric
patterns [12] (e.g., clicks forming line segments) are not
applicable in T&C. On the other hand, users click on
the SHUFFLE button significantly more if we compare
it to the number of shuffles per image in PCCP. We
hypothesize that users have a shuffle budget. While
the budget is spread out on multiple images in PCCP,
they tend to spend all of it in the single image of T&C.
In the subsection 5.2, we analyze security implications
of this behavior.

5.1 Limitations and Future Work
Due to limited number of participants in our experiments,

we preferred to use a within-subjects design methodology,
which brings potential learning effects and interference be-
tween passwords harming ecological validity of our results.

9We speculate that timings may change in favor of T&C and
PCCP when touch-screen devices are used because of their
less friendly text input methods.
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We acknowledge this limitation. In fact, 18 out of 76 par-
ticipants have indicated that the text parts of their T&C
passwords are similar to their text passwords. We did not
analyze further the extent of using similar passwords.
As another limitation we should mention that users are re-

calling initially only one password per scheme in our study.
Later, only a self-selected group have another set of pass-
words, which might make the memorability easier than it
might be otherwise.
As a future work, we plan to conduct a between-subjects

web-based study (e.g., using Mechanical Turk) which incor-
porates higher number of participants.
The results of our experiments also lead to the follow-

ing research question which we plan to validate by a future
user study: If minimum length requirement for the text part
of the T&C passwords is exactly same as in the policy ap-
plied to the text passwords, which scheme performs better
in terms of recall rates? In other words, how do users per-
form if implicit feedback property of T&C comes together
with the additional burden of recalling the click location?

5.2 Security Analysis
The finding in previous work [12] was that click-points

in PCCP is nearly indistinguishable from those of a ran-
domly generated simulation dataset, thanks to the persua-
sion through the use of viewport. In T&C, users preferred
to click on the SHUFFLE button more as compared to the
number of its use per image in PCCP. In this section, we an-
alyze whether this behavior lead to a situation where click-
points are distributed in some recognizable manner.
We first look at how click points are distributed along the

x- and y-axes in the first and second experiments and how
they compare against randomly-generated datasets (Figure 3).
Maximum and minimum median values of the simulated
datasets (blue and red lines) are calculated using 100 sim-
ulated datasets. In T&C, click-points are quite uniformly
distributed along x- and y-axes. The medians of click point
distributions fall inside of the random range of the simulated
datasets.
To analyze the security effects of user choices further, we

investigate whether click-points within datasets are clus-
tered around some coordinates or they are randomly dis-
persed. For this purpose similar to the previous analysis of
PCCP [12], we get help from the J -statistics. For a given ra-
dius, J -function measures the clustering of points. J=0 and
J=1 indicates clustering at the same coordinate and random
dispersion (no clustering), respectively. Figure 4(a) and Fig-
ure 4(b) presents the J -function values for the datasets of
experiment 1 and experiment 2, respectively (for four dif-
ferent types of J -function calculation methods, which have
slightly different output values). Since a radius of 9 pixels
is a good approximation for 19 × 19 tolerance regions, we
should consult to the J (9) values. We observe that J (9) is
very close to 1 in both figures, thus we conclude that there
is no clustering effect in our experimental datasets.
Since the image clicked on is a function of the text part

of the password, it is not straightforward to exploit image-
specific hotspots in T&C. On the other hand, some regions
(e.g., corners) could be clicked more independent of which
background image is used [12]. We create heat-maps to
depict the distribution of participants’ click-points on the
no-image background for both first and second studies (see
Table 5). Color bands, from cyan to pink, represent varying

intensities of click-point concentration (more pinkish areas
mean more click-points). In addition to heat-maps, to ex-
plore hotspots further, we calculate the rough estimate val-
ues of password entropy for both observed and simulated
datasets via the formula given in [4]. We found out that es-
timated password entropy value for observed dataset is com-
pletely between the maximum and minimum entropy values
of the simulated dataset so this result gives an evidence that
hotspot does not skew the click-point distribution.
As a summary of the security analysis, we report that no

evidence is found regarding the negative security effects of
user choices (i.e., use of SHUFFLE button) in T&C.
On the other hand, regarding shoulder surfing attacks, we

note that if the images are observed and/or recorded, an
attacker can step through the progression of images as he
types to determine the exact password the user typed i.e.,
at each character position, the attacker types until he gets
to the image displayed at that point in time. He then does
this for each successive key. This is a security weakness of
T&C.

6. RELATED WORK
We overview related work under two headings; hybrid

password schemes and (usability) comparisons to text pass-
words.

6.1 Hybrid Password Schemes
Earlier work on hybrid password schemes combining text

and graphical passwords are briefly discussed as follows.
Jermyn et al. [16] proposed a mechanism in which text
passwords are augmented by some minimal graphical capa-
bilities. The graphical assistance enables the decoupling of
temporal order of input and the position in which characters
are input. TwoStep [20] is a combination of text passwords
and recognition based graphical passwords. Its implemen-
tation as a password manager was used by more than 4000
users. However no user study on TwoStep was reported.
Singh et al. [19] conducted a user study which compares

the combination of text passwords and CCP [5] to text pass-
words (and PCCP [12]). They found that text passwords
performed the best in terms of success rates and entry times.
In their design of the hybrid scheme, text and graphical steps
are not related. First, the text part of the password is en-
tered and confirmed. Only if this first step succeeds, users
are directed to the second graphical step. Another hybrid
scheme which has independent steps for the entry of text and
graphical parts is proposed by Khan et al. [18]. Phorcefield
[14] could also be considered as a hybrid password scheme
but its main motivation is protection against phishing at-
tacks rather than increasing password strength.

6.2 Comparisons to Text Passwords
In recent years, many variants of graphical passwords were

proposed [5]. Surprisingly, despite the fact that the rival is
the traditional text-based passwords, only a few attempted
to make a comparison with text passwords through user
studies. Table 9 summarizes the results of user studies con-
ducted to make a comparison between text passwords and
different types of graphical password schemes. We infer from
this comparison table that entry times for text passwords
were consistently reported to be shorter than the times for
graphical passwords, which is a result we confirm in our user
study. On the other hand, mixed results were reported for
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Figure 3: The box plots showing the distribution of click-points along the x-axis and y-axis of the image,
respectively for the first and second experiments. The red line (with triangles) and the blue line (with circles)
represent the max and min of median values for the simulation sets.

(a) The first experiment (b) The second experiment

Figure 4: J -function values of the click-points in collected password datasets of T&C.

(a) Heat-map for the first experiment (b) Heat-map for the second experiment

Figure 5: The hot-spot images for first and second experiments.
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the login success rates. The mismatch between security lev-
els of passwords compared is also worth mentioning.

7. CONCLUSION
In this paper, we applied the insight gained from graphi-

cal passwords to introduce T&C as a hybrid scheme combin-
ing text and graphical elements. During password creation,
T&C adopts the idea of persuasion to influence users for
stronger passwords. For login, users first enter their text
passwords as usual. The image underneath changes as users
type the password, providing an implicit feedback for the
correctness of the text. The image also serves as a cue to
recall the second part of the password. Users make a single
click on the image and this completes the password entry.
To evaluate its usability, we compared T&C to PCCP and

text passwords through a three-session lab study with 76
participants. In the user study, we set the parameters of the
schemes so that we have passwords with approximately same
level of security. We observed that recall success rates were
significantly higher with T&C than with text passwords and
with PCCP. Participants found T&C more secure and more
usable than text passwords and PCCP. In T&C, users pre-
ferred to click on the SHUFFLE button more (as compared
to number of its use per image in PCCP) but we found no
evidence that this behavior led to a situation where click-
points are distributed in some recognizable manner.
A common goal in password research is to increase pass-

word space while keeping usability impacts minimal. Our
user study results suggest that the hybrid scheme T&C has
a potential to achieve this goal.
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Table 9: Results of user studies comparing text and graphical passwords. The entropy reported for graph-
ical schemes is the theoretical maximum whereas the entropy of (text) passwords is calculated using NIST
formula [11]. For Story [10], the mean of success rates for a ten-weeks period was reported. Successful login
rate of Passfaces was reported as less than a third of the rate with text passwords [1].
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[10]
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Subject Choice each

Passfaces
Field Study

12 n.a. n.a. n.a. k%
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Déjà Vu

Passwords
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14
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20

1 for

25 18 24 95% 70%
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Subject Choice each

PIN
Lab Study

14 15 15 27 95% 65%
2× 1wk
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Lab Study

16 45 32 36 100% 90%
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16 60 27 31 100% 95%
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PCCP
Passwords
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18
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26 10 10 99% 31%
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